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Abstract

The article proposes a public-key cryptographic scheme based on the ElGamal algorithm.
This scheme can perform security functions and authenticate the origin and integrity of the
encrypted message simultaneously. Moreover, the proposed scheme is also used as the basis
for developing an algorithm to establish a shared secret key for symmetric key cryptosystems.
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1. Introduction

The ElGamal algorithm [1] is a public key cryptographic algorithm whose security
is guaranteed by the difficulty of the discrete logarithm problem. However, because
there is no mechanism to verify the origin and integrity of the encrypted message, this
algorithm is not resistant to spoofing attacks (such as man-in-the-middle attacks,..). In
[2], [3], a variant of the ElGamal algorithm is proposed. In addition to the ability to
secure information, these schemes also have the ability to authenticate the origin and
integrity of the encrypted message based on the mechanism of digital signatures.

This article proposes a variant of the ElGamal algorithm - this is a type of public key
encryption-authentication scheme capable of simultaneously performing two functions
of confidentiality and authentication (of origin and integrity) the encrypted message.
The authentication of the origin and integrity of the encrypted message without relying
on the authentication mechanism of the digital signature is the difference between the
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scheme proposed here and the schemes in [2], [3]. Here, this scheme is called the
ElGamal-style encryption—authentication scheme.

Based on the ElGamal-style encryption—authentication algorithm, this article
proposes a public—key block cipher scheme, which can be applied for symmetric—key
cryptosystems (such as: DES [4], AES [5],..). In this public—key block cipher scheme,
the shared secret key between the sender/encryptor and receiver/decryptor is
established based on the mechanism of public—key cryptography for each encrypted
message.

2. The ElGamal-style encryption-authentication sheme
2.1. The proposed scheme

The ElGamal-style encryption—authentication scheme presented in this section
includes: the Key Generation algorithm (Algorithm 1), the Encryption algorithm
(Algorithm 2) and the Decryption — Authentication algorithm (Algorithm 3), these
algorithms are described as follows:

2.1.1. The Parameter and Key Generation algorithm:

Algorithm 1: Generate parameters and keys
input: [, [,
output: p,q,9,y,x
1: Choose a pair of prime numbers p, ¢ with:
len(p) = 1,, len(q) =1, and ¢|(p — 1)
2: Choose a Va}?e of « in the range (1, p), compute g according to the formula:
g= o7 mod p, satisfy g # 1
3: Choose a secret key x in the range (1, q)
4: Calculate the public key y according to the formula:
y = g* mod p

Notes:

« len() The function that calculates the length (in bits) of an integer.
o y: The public key.

o x: The secret (private) key.

e p,q,g: The system parameters.

Assume z; is the secret key of the sender/encryptor and x, is the secret key of the
receiver/decryptor, then the corresponding public keys of the sender are:

Ys = g** mod p
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And of the receiver is:
Y = ¢*" mod p

2.1.2. The Encryption algorithm:

Algorithm 2: Encryption
input: p, v, y,., P
output: (R,C)
1: Compute the value S, according to the formula:
Se = (yr)® mod p
2: Compute the value R by:
R=HASH(P)
3: Compute the sender’s encryption key K. by:
K.=HASH(R | S.)
4: Encrypt the plaintext P according to the formula:
C = P x g mod p
5. Send ciphertext (R, C) to the receiver.

Notes:

« y,: The public key of the receiver.

o x4 The secret (private) key of the sender.

P: The plaintext.

(R, (C): The ciphertext corresponding to P.

HASH(): The cryptographic hash function, e.g. SHA1/SH A256 [6].
Operator || is the operation to concatenate two bit strings.

2.1.3. The Decryption — Authentication algorithm:

Notes:

ys: The public key of sender.

« x,: The secret key of the receiver.

o M: The post—decrypted message.

(R, C): The ciphertext corresponding to P.

HASH(): The cryptographic hash function, e.g. SHA1/SH A256 [6].
Operator || is the operation to concatenate two bit strings.

75



Section on Information and Communication Technology - Vol. 12, No. 01

Algorithm 3: Decryption

input: p, z,., ys, (R, C)
output: M
1: Compute the value S; according to the formula:
Sa = (ys)" mod p
2: Compute the receiver’s decryption key K, by:
Ky;=HASH(R || Sy)
3: Decrypt the received ciphertext C' according to the formula:
M = C *x g~ %4 mod p
4: Compute the value V' by:
V=HASH(M)
5. Checks: if V' = R then the origin and integrity of the post—decrypted message M
is confirmed. Otherwise, if V' # R, the validity of the received message will be
denied.

2.2. The correctness of the proposed schema

What needs to be proved here is: if the received ciphertext is the same as the sent
ciphertext, the message after decryption is also the message before encryption: M = P
and the condition: V' = R will be satisfied. Therefore, after decryption if the condition:
V = R is satisfied, the receiver can confirm with certainty the origin and integrity of
the received message.

We have:
Sa = (ys)* mod p = (g™ mod p)* mod p

= (¢°" mod p)* mod p = y>* mod p = S,

So we have:
K;=HASH(R,S;) = HASH(R, S.) = K,

Therefore, we have the first proof:
M = C % g ™ mod p= (P *g" mod p) * g~ mod p
=Pxgfexg®imodp=Pxgieoxg®emodp="P
Finally, we have the second proof:

V = HASH(M) = HASH(P) = R
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2.3. Some evaluation of the security level of the proposed schema

The security level of the proposed schema is evaluated based on its ability to resist
some typical attacks as follows:

— Secret key attack: To find the receiver’s secret key z, from the formula:
Yr = g mod p
or the sender’s secret key x, from:
Yys = g** mod p

then the attacker is forced to solve the discrete logarithm problem on a finite field Z,
[7]-[19]. Currently, no polynomial — time algorithm has been published for this difficult
problem.

— Ciphertext - only attack: In this case, as well as the above case (Secret key attack),
the attacker has only one way to solve the discrete logarithm problem on the finite field
to find the sender’s secret key or receiver’s secret key.

— Known - plaintext attack: In this case, in addition to a direct attack on the key
Generation algorithm (Algorithm 1) to find the sender’s secret key z, or receiver’s
secret key x,, the attacker can also calculate the sender’s encryption key K. from the

formula:
C = Px g5 modp

or calculate the receiver’s decryption key K, from:
M =Cxg ¥imodp

then calculate S, from:
K.=HASH(R | S.)

or calculate S; from:
Ky;=HASH(R || Sy)

If the attacker finds S, or Sy, the security of the algorithm is completely broken—
similar to the case when the attacker finds the sender’s secret key or the receiver’s
secret key. However, in order to calculate K. or K, in the above way, the attacker is
also forced to solve the discrete logarithm problem on the finite field Z,,.

— Spoofing attack: In the proposed algorithm, the origin and integrity of the message
after decryption will be verified if the condition: V' = R is satisfied.

The origin and integrity of the post — decrypted message will be verified if the
condition: V' = R is satisfied. From the calculation of the values of V' and R, the above
condition is satisfied only when the following conditions are satisfied: S; = S, and
M = P. Obviously, the condition: S; = S, allows the sender and receiver of the message
to verify each other’s identities. That also means, the origin of the post—decrypted
message is authenticated. The condition M = P allows the integrity of the message to
be verified after decryption.
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3. The public-key block cipher scheme
3.1. The proposed scheme

The public—key block cipher scheme proposed here is developed based on the
scheme in section 2.1. This is also a type of encryption—authentication scheme, which
includes: the Parameter and Key Generation algorithm, the Encryption algorithm and
the Decryption — Authentication algorithm. The Parameter and Key Generation
algorithm of the scheme proposed here is exactly the same as Algorithm 1 of the
ElGamal-style encryption—authentication scheme in section 2.1.1. The Encryption
algorithm (Algorithm 4) and the Decryption — Authentication algorithm (Algorithm 5)
are described as follows:

3.1.1. The Encryption algorithm:

Algorithm 4: Encryption
input: p, x5, y., P
output: (R,C)
1: Compute the value S, according to the formula:
Se = (y»)" mod p
2: Compute the value R by:
R=HASH(P)
3: Compute the sender’s encryption key K. by:
K, = HASH(R|| S.)
4: Encrypt the plaintext P according to the formula:
C = Ex.(P)
5. Send ciphertext (R, C) to the receiver.

Notes:

e Ex(): The encryption function of a symmetric—key cryptographic algorithm, such
as: DES, AES,....

« (R,C): The ciphertext corresponding to P

3.1.2. The Decryption — Authentication algorithm:

Notes:

e M: The post—decrypted message.

e Dg(): The Decryption function of a symmetric key cryptographic algorithm, such
as: DES, AES,...

3.2. The correctness of the proposed schema

Similar to the ElGamal-style encryption-authentication scheme in section 2.1, what
needs to be proved here is: if the received ciphertext is the same as the sent ciphertext,
the message after decryption is also the message before encryption: M = P and the
condition: V' = R will be satisfied. Therefore, after decryption if the condition: V' = R is
satisfied, the receiver can confirm with certainty the origin and integrity of the received
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Algorithm 5: Decryption
input: p, z,., ys, (R, C)
output: M
1: Compute the value S; according to the formula:
Sa = (ys)" mod p
2: Compute the receiver’s decryption key K, by:
Ky;=HASH(R || Sy)
3: Decrypt the ciphertext C' by Dg () and Ky

M = Dk, (C)
4: Compute the value V' by:
V=HASH(M)

5. Checks if: V' = R then the origin and integrity of the post—decrypted message M
is confirmed. Otherwise, if V' # R, the validity of the received message will be
denied.

message. The correctness of the proposed scheme is proved as follows:
We have:
Sq = (ys)* mod p = (¢* mod p)*" mod p

= (¢°" mod p)* mod p = (y,)* mod p = S,

So we have:
K;=HASH(R,S;) = HASH(R, S.) = K,

Therefore, we have the first proof:
M = Dg,(C) = Dk,(E.(P)) = Dk, (B (P)) = P
Finally, we have the second proof:

V = HASH(M) = HASH(P) = R

3.3. Some evaluations of the security level of the proposed schema

In the proposed scheme, its confidentiality depends on the security of the
symmetric—key cryptographic algorithm used, in addition, it also depends on another
important factor that is the establishment of a shared secret key between the
sender/encryptor (Us) and the receiver/decryptor (U,.).

It is easy to see that in the proposed scheme, the establishment of a shared secret
key between U, and U, is done for each message and has ensured the basic security
properties required by a secure key establishment protocol such as:

— Entity authentication: This is a property that allows one of the two objects to
confirm with certainty the identity of the object participating in the establishment of
a shared secret key. In this algorithm, the calculation of S. on the sender’s side and
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Sq on the receiver’s side allows the objects participating in the key establishment to
completely authenticate each other’s identities.

— Key authentication: Key authentication, also known as implicit key authentication,
is the ability/property that one of two objects (U, or Us) can confirm with certainty
that there is only the other object (U, or U,) can generate a shared secret key. In this
algorithm, except U and U,, no one can calculate S, and S, satisfying the condition:
Se = Sq without solving the discrete logarithm problem on finite field Z,,.

— Known key security: knowing one or more keys shared between U, and U, also
does not allow a third party to compute other keys that have been or will be established
by U, and U,. In this algorithm, in order to calculate S, and S; from the shared secret
keys K. and K, the attacker is also forced to solve the discrete logarithm problem on
finite field Z,.

Finally, the problem of secret key attack and spoofing attack, similar to the
ElGamal-style encryption—authentication algorithm in section 2.1, the attacker is also
forced to solve the discrete logarithm problem on finite field Z,.

4. Conclusions

The article proposes a public—key encryption—authentication scheme and a
public—key block cipher scheme. The public—key encryption—authentication scheme is
capable of simultaneously performing two functions of confidentiality and
authentication (of origin and integrity) of the encrypted message. The public—key
block cipher scheme is applicable to symmetric—key cryptosystems (such as: DES,
AES,..). In this public—key block cipher scheme, the shared secret key between the
sender/encryptor and the receiver/decryptor is established based on the mechanism of
public—key cryptography for each encrypted message, so it is very suitable for
practical applications. However, in order to apply these schemes in practice, a more
in-depth assessment of the cryptanalysis, speed and performance of these schemes is
required.
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LUGC PO MA HOA - XAC THUC PHAT TRIEN TU
THUAT TOAN MAT MA ELGAMAL

Nguyén Kim Thanh, Ta Minh Thanh, Luu Hong Diing

Tém tit

Bai bdo d& xuit mot lugc d6 ma héa khoéa cong khai dua trén thuat toan ElGamal. Lugc
dd nay c6 thé dong thdi thuc hién cdc chiic ning bio mat, xac thuc ngudn gbc va tinh toan
ven ctia thong diép dudc ma héa. Hon nifa, lugc dd dugc dé xuit con dudc st dung 1am co
s dé phat trién mot thuit todn dé thiét 1ap khoa bi mat chia sé cho cdc hé ma hoa khoa dbi
xung.

Tu khoa

Mat mi khéa cong khai, mat ma dbi xing, lugc dd ma héa - xdc thuc, vin dé logarithm
roi rac.



