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Abstract

The paper proposes a method of constructing digital signature algorithms based on the
new key schemes. The new key schemes are difficult problems that currently have no solution.
That algorithm construction method with a new key scheme is to improve the security of
digital signature algorithms. The new method is showed through the construction of two
specific digital signature algorithms and the generation of highly secure signature algorithms
that are constructed by this method is completely possible.

Index terms

Digital Signature Algorithm, Digital Signature Schema, Discrete Logarithm Problem,
Root Problem.

1. Introduction

N the [1], [3], [4], [5], the authors have proposed a method for constructing dig-
Iital signature algorithms with the new key schemes. Analysis in [1], [3], [4], [5]
has shown that the algorithms constructed by this new method have a highly secure
efficiency against the private key attack and signature forgery attacks. However, the
method presented in [1], [3], [4], [5] has an approach method from construct signature
algorithm based on the root problem, so the generated algorithm has highly computa-
tional complexity and leads to low application efficiency. In these papers, the authors
continue to propose a method of constructing digital signature algorithms based on
the new key schemes, in terms of design principles, the proposed method has many
similarities with the method shown in [1], [3], [4], [5] and the key schemes used here is
based on a form of the difficult problem shown in [1], [3], [4], [5], but the approach of
this method is from the construction of digital signature algorithm based on the discrete
logarithm problem [2]. Therefore, constructed algorithms have a lower computational
complexity so that they have a higher efficiency than those shown in [1], [3], [4], [5].
Improved implementation efficiency facilitates the algorithms constructed in this new
method to approach practical applicability. Consequently, the proposed method can be
considered as the perfection of the method presented in [1], [3], [4], [5] in the direction
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of improving the efficiency of application for digital signature algorithms constructed
based on the new key schemes.

2. Construction of digital signature algorithms base on new key schemes

2.1. Proposed key schemes
2.1.1. 1 private key — 1 public key Schema (1-key scheme):

In this scheme, each signing object (signer) owns a pair of a private-public key.
The private key of the signing object here is denoted as = and y for the public key,
accordingly, where p is a large prime number (such that the discrete logarithm problem
in Z, is difficult to solve) and the value of z is an element of Z,, then the value of y
is calculated by the following formula:

y = 2” mod p.

It can be seen that, finding x with y = 2* mod p is a new difficult problem, the
existing algorithms for the root problem (RP) or discrete logarithms problem (DLP)
cannot be applied to this problem. It also means that the problem used as the basis for
the new 1-key scheme proposed here has a higher degree of difficulty than the known
RP and DLP.

2.1.2. 2 private key — 2 public key Scheme (2-key scheme):

In this scheme, each signing object (signer) owns two pairs of the private-public key.
These private key pairs are denoted as (71, x2) and their values are elements of Z,,
where p is a large prime number. Then the accordingly public keys (y;, y2) is calculated
according to the formula:

y1 = (x1)™ mlod D
Yo = (1)) mod p

Similar to the 1-key scheme, it is easy to see that finding (x1, z2) from (p, y1, y2) is
also a new difficult problem and have no solution currently and known algorithms for
the problem with discrete logarithm or the root can not be applied to this problem.

2.2. Constructing the signature based on the 1-key scheme

The method of constructing a digital signature algorithm based on the 1-key scheme
is presented through the construction of a specific signature algorithm, including:

2.2.1. Parameter and key generation algorithm:

In the method of constructing the new digital signature algorithm proposed here, the
I-key scheme is used to generate the private-public key pair of signing objects. The
key generation algorithm is described in Table 1, where p and ¢ are system parameters
(domain parameters) generated by the digital authentication service provider (DASP), p
is the prime number selected in a manner so that the DLP problem is difficult to solve
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and ¢|(q1). © parameters is private keys and y is the public keys of each signing object
in the system. To generate x, each signing object requires a number o € Z7, x key is
generated according to (1):

z =P/ mod p (D
Then, the public key is generated from z, p according to (2):
Yy =2, mod p (2)

Table 1. Parameter and key generation algorithim

Input: Ip, Iq — length (in bits) of prime numbers p, q.
Output: p, q, z,y.

[1]. generate p, q: len(p) = Ip, len(q) = 1q, ¢|(p — 1)
[2]. select a: 1 < a < p

[3]. 2 < P~ 1/% mod p

[4]. if (x = 1) then goto [2]

[5]. y «x® mod p

[6]. return {p,q,z,y}

Note: - len(.) : The function calculates the length (in bits) of an integer.
- p, ¢: System parameters/domain parameters.
- x: Private key.
- y: Public key of a signing object.
2.2.2. Signing algorithm:

Suppose that (R, S) is the signature on the message M of a signing object — who
owns the key pair (z,y). The first component R is derived from a u value according to
the formula:

R =2* mod p 3)
with u is a value in the range (1, ¢). Similarly, the second component S is calculated
from a v value according to the formula:

S =2 mod p “4)
Here: v is also a chosen value in the range (1, q).

Assume that the verification equation of the new digital signature algorithm has this
form:

SE = RY x (y)(BxSmodp)meds mod p where E is the representative value of
the message to be signed M, generated by the hash function H: E' = H(M)

Assume: R x S mod p = ¥ mod p ®)
in which, £ is also a chosen value in the range (1, q).
Set 2?*modp=T (6)
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Then, the verification equation can get into the form:
SE = RY x (y)Tmed) mod p
From (1), (3), (4), (5) and (6) we have:

V¥ E = quyXxxX(Tmodq) modp
or: vaEmodq = xuxymodq X mxXTmodq mod P

From (7), we deduce:
vX E=(uxy+xxT) mod q
Besides, from (3), (4), (5) and (6) we have:
(v+wu)mod q=~k
Deduct:
u = (k-v)mod q
From (8) and (9) we have:
vx Emodqg=((k-v)xy+xxT)modq
From (10), deduce:
v=(kxy+azxT)x(E+y) ! modq

From (9) and (11), the first component of the signature

(7

®)

(€))

(10)

(1)

can be calculated according to

(3): R = 2" mod p and from (11), the second component can be calculated according

to (4):
S = 2" mod p

From here, the signing algorithm is described in Table 2 as follows:

Table 2. Signing algorithm

Input: p,q,z,y, M.
Output: (R, 5).

[1]. E«+ H(M)
[2]. select k: 1 < k < g
. Z + 2" mod p

. R+ 2¥ mod p
.S+ ¥ mod p

v (Exy+axT)x (E+y) ! mod q

]
|
]. u <+ (k—v) mod ¢
|
|
|

. return (R, S)

Note:
- M: Message to sign, where: M € {0,1}°°.
- (R, S): signature on M.

10



Journal of Science and Technique - Le Quy Don Technical University - No. 213 (12-2020)

2.2.3. Verification algorithm:

Because the verification equation of the new digital signature algorithm has the
following form:

SE = RY x y(RXSmodp)modq mod P

Here, F is the representative value of the message to be validated: £ = H(M). If
M and signature (R, S) satisfy the above equation, the signature is considered valid
and the message will be validated to its origin and integrity. Otherwise, the signature
is consider forged and the message is denied its origin and integrity. Therefore, if the
left side of the equation is calculated according to:

A = S¥ mod p (12)

and the right side is calculated according to:
B =R xy" mod p (13)
whereas: T'= (R x S mod p) mod ¢ (14)

The condition for a valid signature is A = B. Then, the verification algorithm of the
new digital signature algorithm is described in Table 3 as follows:

Table 3. Verification algorithm

Input: p, y, M, (R,S).

Output: rrue / false.

[1]. E«+ H(M)

[2]. A+ SF mod p

[3]. T <+ (R x S mod p) mod ¢
[4]. B+ RY x yT mod p

[5]. if (A = B) then {return rrue}
else {return false}

Note:
- M, (R, S): message, signature to validate.

- If the result is true, the integrity and origin of M are confirmed. Otherwise, if the
result is false, M is denied for its origin and integrity.

2.2.4. Correctness of the new algorithm:

What to solve here is: Let p, ¢ are two prime numbers with: ¢|(p — 1), H: {0,1}* —
Zulal < In] < Iph1 < a < p,x = a4 mod p, y = 2 mod p, E = H(M),
l<k<pT=2"modp,v=(kxy+xxT)x(E+y) ! modq u=(k—v) mod
¢, R=2"mod p, S = 2" mod p.

If T = (R xS mod p) mod g, A =S¥ mod p, B=RYx yT mod p then A = B.

The correctness of the new algorithm is proven as follows: From (1), (2), (4), (11)
and (12) we have:
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A= SE mod p= 2Y*E mod p= p(kxy+axT)x(E+y)~ ' xEmodq mad p (15)
with T = zF mod p

Replace (3), (4), (5), (6), (9) and (11) into (14) we have:

T = (R x S mod p) mod g = (z* x ¥ mod p) mod ¢

= (z(tv)modp mod ¢) mod ¢ = (z* mod p) mod ¢ = T mod ¢ (16)
Replace (1), (2), (3), (9) and (16) into (13) we have:

B =RY x yT mod p = z(k=0)xy x gzx(Tmeda) mod p

= p(h—v)xymodg ¢ yexTmodq yod p = pkxy+exT—vxy)mods mod p

= pkxy+axT—yx(kxy+zxT)x(E+y)~)modq mad p

= pUxytaxT)x(1-yx(B+y)~)mods mod p

= gkxytaxD)x(E+y)x (E+y) "' —yx(E+y)~modq mod p

= pkxytaxT)x(B+y)~ xEmodd mod p (17)
From (15) and (17) deduce: A = B.
2.2.5. Security level of the new algorithm:

The security level of the new algorithm can be evaluated through its ability to defend
against several types of attack such as:

- Private key attack
There are two types of private key attack:

+ Attack on the key generation algorithm: As discussed above, the key generation scheme
here is a new form of difficult problem which has no solution currently.

+ Attack on the signing algorithm: The signing algorithm of the new algorithm shown
that the private key of the signing object is used in steps [1], [2], [3], [5] of the algorithm.
While in steps [1], [3], [5] the parameters Z, R and S are public, parameters k, v and v
are private. Therefore, the difficulty of finding x from steps [1], [3], [5] of the signing
algorithm is similar to finding = from the 1-key generation scheme. Also, in step [2]
of the signing algorithm, v itself is a private parameter, so finding x from step [2] is
impossible.

- Signature forged attack

The verification algorithm (Table 3) of the new algorithm shown a forged signature
(R, S) will be recognized as a valid signature of an M message if it met the following
condition:

S=Rx y(RXSmodp)modq mod P (18)
From (18), if we choose R in advance and then calculate S, condition (18) will be:

S =a° mod p (19)
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Adversely, if we choose S in advance and then calculate R, condition (18) will be:

R = b% mod p (20)
with a and b are constant, we can easily see that (19) and (20) are also difficult problems
without any solution currently [1], [3], [4], [5].

2.3. Constructing digital signature algorithm based on 2-key scheme

The method of constructing the digital signature algorithm based on the 2-key scheme
herein is also presented through several steps of constructing a digital signature scheme:

2.3.1. Parameter and key generation algorithm:

In this method of constructing digital signature algorithm, the 2-key scheme is used
to generate pairs of the private and public keys of signing objects. The key generation
algorithm is described in Table 4. Where, p and ¢ are system parameters (domain
parameters) generated by the DASP, p here is a prime number that needs to be chosen
so that it is difficult to solve DLP and ¢|(p —1). (z1, z2) pair is private keys and (y1, y2)
are corresponding public keys of each signing object in the system. To generate z; key,
each signing object requires a number « € Z, x; key is generated according to:

x9 key is a randomly chosen value in the range of (1, ¢). Then public keys are generated
from (z1, z2) according to (21) as follows:

y1 = (x1)** mod p
Yo = (zq)@)" x@2modp mod p

The parameter and key generation algorithm is likely to be described as shown in
Table 4:

(21)

Table 4. Parameter and key generation algorithm

Input: p — prime number, 1q — length (in bits) of prime number gq.
Output: g, 1, 2, Y1, Y2.

[1]. generate ¢: len(q) = 1q, q|(p — 1)

[2]. select o : 1 < a<p

[3]. 21 « oa®1/¢ mod P

[4]. if (x1 = 1) then goto [2]

[S]. select zo: 1 < 22 < ¢

[6]. y1 < (21)*! mod p, yp < (21)@)" *@2modd mod p

[7]. return {q,x1,x2,y1,y2}

Note:
- len(.): The function calculates the length (in bits) of an integer.
- p,q: System parameters/domain parameters.

- 11, w9 Private key.
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- y1,y2: Public key of a signing object.
2.3.2. Signing algorithm:

Suppose that (R, S) is the signature on the message M, w is a value in the range of

(1,¢) and R is calculated from « according to:

R = (x1)" mod p
and S is calculated from v according to:

U= (z1)”" mod p
Here: v is also a value in the range (1, g).

Also, suppose that the verification equation of the algorithm has a form:

SYt = RY2 x (11 )F x (o) X Smodp)mods mod p with E = H(M)
and R x S mod p = (1) mod p
in which H(.) is the hash function, M is the message to sign and k € Z.

Set (x1)* mod p =T

Then, the verification equation can be get into the form:
S¥ = RY x (y1)"” % (y2)"™*% mod p

From (21), (22), (23) and (26) we have:

(wl)vxyl = (xl)uxyz X(.’L’l)xl ><E><(xl)((xl)’lxxz)X(Tmodq) modp
or:

(01 )P XUm0da = () yuxyamod s (Yo x Bmodq (5 (@)~ xe2xTmodg mod p
From (27) we deduce:
vxyr=(uxys+x1 x E+ (v1)7 ! x 29 x T) mod ¢
Besides, from (22), (23) and (24) we have:
(v+wu) mod g =k
Deduct:
(k—v) mod g =u
From (28) and (29) we have:
v=(kxyo+z1 x E+ (21)"" x22 xT) x (y1 +12)" " mod ¢

(22)

(23)

(24)

(25)

(26)

27)

(28)

(29)

(30)

From (29) and (30), the first component of the signature can be calculated according

to (22):

R = (z1)*7? mod p
and from (30) the second component can be calculated according to (23):

S = (x1)" mod p

From here, the signing algorithm is described in Table 5 as follows:
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Table 5. Signing algorithm

Input: p, q, z1,22,y1, Y2, M.

Output: (R,S).

[1]. B« H(M)

[2]. select k: 1 < k< g

[3]. T + (z1)* mod p

[4]. v (Exya + 21 X E+ (1) x 29 x T) x (y1 +32)~ ! mod ¢
[5]. u + (k—v) mod ¢

[6]. R < (z1)* mod p
[
[

7]. S + (x1)” mod p
8]. return (R,S)

Note: M: message to sign, with: M € {0,1}*°; (R, S); signature of U on M.
2.3.3. Verification algorithm:
The verification algorithm of the new digital signature algorithm is supposed to be:
SY1 = RY2 x (yl)E % (yQ)(RXSmodp)modq mod p

Here, E is the representative value of the message to be validated: £ = H(M). If M
and signature (R, S) satisfy the above equation, the signature is considered valid and
the message will be validated to its origin and integrity. Otherwise, the signature is
consider forged and the message is denied its origin and integrity. Therefore, if the left
side of the verification equation is calculated according to:

A =S¥ mod p (31)
and the right side of the verification equation is calculated according to:

B =R x (y1)F x (y2)7 mod p (32)
whereas T = (R x S mod p) mod ¢ (33)

The condition for a valid signature is: A = B.

Then, the verification algorithm of the new digital signature algorithm is described
in Table 6 as follows:

Table 6. Verification algorithm

Input: p,y1,y2, M, (R, S).

Output: rrue/ false.

[1]. E« H(M)

[2]. A+ SY% mod p

[3]. T + (R x S) mod p) mod ¢

[4]. B « R% x yF x (y2)T mod p

[5]. if A = B then {return rrue}
else {return false}
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Note:
- M, (R, S): message, signature to validate.

- If the result is true, the integrity and origin of M are confirmed. Otherwise, if the
result is false M is denied for its origin and integrity.

2.3.4. Correctness of the new algorithm:
What to solve here is: Let p, ¢ are two prime numbers with:
al(p— 1), H : {0,1}" = Zy la] < In| < |pl,1 < @ < p,1 = alP=D/7 mod p,
1 <xp<q,y1 =27 mod p,y; = (1) @) " xw2moda mod p, E = H(M),
l<k<pT=2Fmodp,v=>Gkxy+r1 x E+z7! xx2xT)x (y1 +y2)" ! mod g,
u=(k—v) mod ¢, R =2z} mod p,S =z} mod p.
If T =(RxS mod p) mod ¢, A= 5% mod p, B=R" x y¥ x yT mod p then 4 = B.
The correctness of the new algorithm is proven as follows:
From (23), (30) and (31) we have:

A= 8% mod p = (x1)”¥ mod p = (x1)"*¥1™°% mod p

— (xl)(kxngrxl><E'+(zl)_l><12><T)><(y1+y2)_1><y1modq mod p (34)
From (22), (23), (25) and (33) we have:

[ = (R x S mod p) mod q = ((x1)* x (z1)” mod p) mod q

= ((x1)@Htv)meds mod p) mod ¢ = ((z1)* mod p)modg = T mod ¢ (35)
Replace (21), (22), (30) and (35) into (32) we have:

B = R¥ x (y1)” x (y2)T mod p

(BT (ml)zle % (xl)(xl)*lxeX(Tmodq) mod P

T
71 uXyamodq > ( 1)361><Emodq « (xl)(ml)‘lxmngmodq mod p

((k—v)xy2t+z1 X E4(x1) ™ Xx2 X T)modq mod p

8

1

(Exy2+z1 X E+(x1) " X@o XT—y2 X (X y2+x1 X E4(x1) "1 X2 XT) X (y1+Yy2) ~ *)modg mod p

8

1

(kxy2t+z1 X E4(x1) " X2 XT) X (1—y2 X (y1+y2) ~ ' )modg mod p

= (21)
= (21)
= (1)
— (1) Xv2mxws b X B (@)~ xaa xThmodd mod
= (21)
= (1)
= (21)

1 (kxyztay X E+(21) ™ xz2 X T) X ((y14+92) X (y1+y2) ~ " —y2 X (y1+y2) ~ 'modq 10 p
_ (xl)(kxy2+zl><E+(:p1)—1><:c2><T)><(y1+y2)—1><y1modq mod p (36)
From (34) and (36) deduce: A= B
2.3.5. Security level of the new algorithm:

The security level of the new algorithm can be evaluated through its ability to defend
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against several types of attack such as:
- Private key attack:

There are two types of private key attacks: Attack on the key generation algorithm
and attack on the signing algorithm, perform a similar analysis to the 1-key scheme, it
shows that the private key attack against schemes constructed by this method is always
challenged with a difficult problem without solution currently.

- Attack on the forged signature:

The verification algorithm (Table 6) of the new algorithm algorithm shows a forged
signature (R, S) will be recognized as a valid signature of an M message if it met the
following condition:

(S) = (R)™ x (y1)F x (ya)FxSmodomoda mod (37)
From (37), if we choose R in advance and then calculate S, condition (37) will be:
(S)¥* =a® mod p (38)
Adversely, if we choose S in advance and then calculate R, condition (37) will be:

(R)¥2 = b mod p 39)
with a and b are constant, we can easily see that (38) and (39) are also difficult problems
without any solution currently [1], [3], [4], [5].

2.4. Some evaluation of the application efficiency of signature schemes constructed
based on the new method

The effectiveness of the digital signature algorithm can be evaluated through the
cost of executing the signing algorithm, verification algorithm, and signature size that
the schema generates. In this section, the effectiveness of the new algorithm will be
evaluated and compared with the results in

2.4.1. Signature size:

It can be seen that with the same parameter set (p, q), the size of signatures generated
by the 2 schemes herein and those in [1], [3], [4], [S] are equivalent.

2.4.2. Executing cost:

Executing cost or computation cost of the signing and verification algorithms can be
evaluated by the number of computations to be performed or total computation time of
the signing and verification algorithms, the convention of the use of symbols as bellows:

Tezp: The execution time of the modular exponentiation.
T},: The execution time of the hash function.
Tnui: The execution time of the modulo multiplication.

T:nv: The execution time of the modular inverse.
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Attention:

The key and parameter generation algorithm only needs to be executed once for all
signing objects. Therefore, the computation cost for the key and parameter generation
algorithm can be ignored when calculating the cost of performing the digital signature
algorithm.

The executing cost for the signing algorithm (1) and verification algorithm (2) of
algorithms in [1], [3], [4], [5] and the 2 new algorithms are shown in Table 7 as
follows:

Table 7. Executing cost for digital signature algorithms

Te:vp Tmul Tinv Th

M@ HS| D@ d)]®3
Algorithm [1] 8 3 7 2|13 0 1 1
Algorithm [2] 71316 24|01 1
Algorithm [3] 6 3 5 2|5 0 1 1
Algorithm [4] 6 |34 21401 1
Algorithm with 1-key scheme | 3 | 3 | 3 | 2 | 1 | O | 1 1
Algorithm with 2-key scheme | 3 | 4 | 5 | 3 | 2 | O | 1 1

Note:
- The Algorithms [1], [3], [4] are signature algorithms proposed in [1], [3] and [4].

- The Algorithm [2] is a signature algorithm proposed in "C. Constructing digital
signature schema based on the difficulty of solving expanded root problem" in [2].

- The Algorithm with 1-key and 2-key scheme is 2 signature algorithms constructed
based on the newly proposed method here.

Remark:

Results in Table 3.1 shows that amount/duration to perform the calculations of the
two algorithms constructed according to the new method is lower than those on the
algorithms in [1], [3], [4], [5], thereby showing that the application efficiency of these
algorithms is higher than those on the earlier proposed algorithms.

3. Conclusion

In this paper, the authors proposed a method to construct digital signature algorithms
based on new key schemes to improve the security of the algorithms. The security of
the algorithms constructed in this method is always guaranteed by difficult problems
without a solution currently. Besides, the issue of improving efficiency for signature
algorithms constructed by the proposed method in [1], [3], [4], [5] is also solved to
meet the requirements of application algorithms in practice.
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XAY DUNG THUAT TOAN KY SO DUA TREN
CAC SO O KHOA MOI

Tém tit

Bai bdo dé xuit mot phuong phap xiy dung cic thuit toan chit ky sb dua trén cic so
dd khéa méi. Céc so d6 khéa mdi dudc st dung & day thuc chét 12 mot dang bai todn khé
ma hién tai con chua c6 cich gidi. Phuong phap xdy dung thuit todn vdi cic so do tao khoa
mdi nhu thé duge dé xuit nhdm muc dich nang cao mic dd an toan cho cdc thuét toan chit
ky s6. Phuong phap méi dé xuit ¢ ddy dudc trinh bay thong qua viéc xdy dung 2 thuat toin
chit ky sb cu thé, song hoan toan c6 thé tao ra mot 16p thuat toan chit ky c6 do an toan cao
cling bang chinh phuong phap nay.





